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Abstract
Verification and Validation of software systems often consumes up to 70% of the development
resources. Testing is one of the most frequently used Verification and Validation techniques for verifying
systems. Many agencies that certify software systems for use require that the software be tested to certain
specified levels of coverage. Currently, developing test cases to meet these requirements takes a major portion
of the resources. Automating this task would result in significant time and cost savings. This testing research is
aimed at the generation of such test cases. In the proposed approach a formal model of the required software
behavior (a formal specification) is used for test-case generation and as an oracle to determine if the
implementation produced the correct output during testing. This is referred to as Specification Based Testing.
Specification based testing offers several advantages to traditional code based testing. The formal specification
can be used as the source artifact to generate functional tests for the final product and since the test cases are
produced at an earlier stage in the software development, they are available before the implementation is
completed. Central to this approach is the use of model checkers as test case generation engines. Model
checking is a technique for exploring the reachable state-space of a system model to verify properties of interest.
There are several research challenges that must be addressed to realize this test generation approach.
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1. Introduction
The purpose of software engineering is to build high quality software. The systematic production of high quality
software, which meets its specification, is still a major problem. Although formal specification methods have
been around for a long time, only a few safety-critical domains justify the erroneous effort of their application.
The testing has been more highlighted in software life cycle. Although good program design and programming
practice may increase the correctness of software, the testing is the only way to guarantee that the software
meets its requirements properly.
A program is tested by manually creating a test suite. In Figure 1 The Trace Abstractor takes as input a model of
the input application program to be tested. The model furthermore describes a mapping from input values to
usage rules for each input element the model defines what rules an execution on that input should satisfy. The
Trace Abstractor generates traces to the application program. For each generated trace input, a set of test cases is
generated. The observer module checks the trace against the guaranteed set of rules. Therefore it takes the
execution trace as input and produces the set of generated rules as output. This process in some cases can be
automated. A special characteristic is that the rules to be verified are generated automatically from the inputs to
the program to be tested.
The rest of the paper is organized as follows. Section 2 outlines the motivation of this work. Section 3 describes
about the related work. Section 4 gives the various technologies for test case generation. Section 5 discusses
about the automatic test case generation. Section 6 concludes and outlines how this work will be continued in
the future.
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2. Motivation
There are two reasons for an input that causes the test cases to violate its specifications. They are: First,
Improper or even no specification is available, either because no one is capable of writing it or because it is not
expressible in the specified language. Writing a correct logical specification is a difficult task that often requires
specialized skilled thinking. In practice, the programmer may find easier to manually inspect a series of test
executions for correctness than to write a correct, general specification for all possible executions. Second, even
in the presence of a specification, the cost of statically checking the code against the specification may be far
greater than running the test suite. If so, it may be profitable to invest substantial time up front to generate a
regression test suite that can be run in the future.
Application
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Test Case
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Fig. 1: Test Case Generation and Verification

3. Related Work
Constraints are used to represent inputs [16,7,18,26] and has been implemented in various tools including
EFFIGY [18], TEGTGEN [20] and INKA [35]. Most of this work has been focused on solving constraints on
primitive data, like Booleans and integers.
Some latest frameworks, such as TestEra [22] and Korat [34,21], do support generation of complex structures.
In TestEra inputs are generated from constraints given in Alloy, which is a first-order declarative language
based on relations and sets. TestEra also uses off-the-shelf SAT solvers for solving constraints. In Korat inputs
are generated from constraints given as Java predicates. The Korat algorithm has recently been included in the
AsmL Test Generator [9] to enable generation of structures. TestEra and Korat focus on solving structural
constraints. They do not directly solve constraints on primitive data. Instead, they systematically try all
primitive values within given bounds, which may be inefficient.
AsmLT’s first version named Test Generator [11] was based on finite-state machines (FSMs): an AsmL [13]
specification is transformed into an FSM and different traversals of the FSM are used to construct test inputs. In
Korat structure generation is added based on finite-state machines [11]. AsmLT was successfully used in the
faults detection in a production-quality XPath compiler [28].
The use of model checking for test input generations have investigated by several researchers (see [15] for a
good survey). Gargantini and Heitmeyer [10] generate tests that use a model checker to violate known
properties of a specification given in the SCR notation. Ammann and Black [4] combine mutation analysis and
model checking to generate test cases from a specification. Rayadurgam et al. use a structural coverage-based
approach to generate test cases from specifications given in RSML−e by using a model checker [14]. Hong et
al. formulate a theoretical framework for using temporal logic to specify data-flow test coverage in [15]. These
approaches cannot handle structurally complex inputs.
Nowadays there are several tools available which produce test inputs from a description of tests. For testing
Haskell programs the tool namely QuickCheck [33] is used. It requires the tester to write Haskell functions
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which can produce valid test inputs; executions of such functions with different random seeds produce different
test inputs. The proposed work differs in that it requires only a specification that characterizes valid test inputs
and then uses a general purpose search to generate all valid inputs up to a certain size. DGL [23] and lava [27]
generate test inputs from production grammars that were used for random testing, although they can also
generate test inputs. However, they cannot easily represent inputs with complex structure, which can be
examined by using Java as a specification language.
4. Test Case Generation
4.1 Model-based testing
Latest researchers found that, the generation of test inputs and test cases for a program which is under test is a
time consuming and tedious manual activity. But, test input generation and test cases generation leads itself to
automation and therefore has been the focus of much researchers attention – recently it has also been adopted in
industry [24,32,8,11]. There are two main approaches for generating automatic test inputs namely: a static
approach and a dynamic approach. Static approach generates inputs from some available kind of model of the
system which is also called as model-based testing. But dynamic approach generates tests by executing the
program repeatedly, while employing criteria to rank the quality of the tests produced [19,29]. The dynamic
approach is based on the observation that test input generation can be seen as an optimization problem, where
the cost function used for optimization is typically related to code coverage, e.g. statement or branch coverage.
The model-based test data input and the e generation of test cases approach is more commonly used. AGEDIS
tool [1] is used for automated generation and execution of test suites for distributed component based software,
TGV tool [2] is used for the generation of conformance test suites for protocols; refer also Hartman’s survey of
the field [31]. For model-based testing the sample model can behave like a model of expected system behavior
and it can be derived from a number of sources, like, a model of the requirements, use cases, design
specifications of a system [31] (i.e) even the code itself can also be used to create a model based on its symbolic
execution for various input conditions [18,24]. In dynamic approach, it is most typical to use some notion of
coverage of the model to derive test inputs, i.e., generate inputs that cover all transitions, or branches, etc., in the
model. Constructing a model of the expected system behavior can be a costlier process. On the other hand,
generating test inputs just based on a specification of the input structure and input pre-conditions can be very
effective, while typically less costly. This is the approach explained in the following.
In [17] a framework is presented that combines symbolic execution and model checking techniques for the
verification of Java programs. The framework can be used for test input generation for white-box and black-box
testing. For white-box test input generation, the framework model checks the program under test. A testing
coverage criterion, e.g. branch coverage, is encoded in a temporal logic specification. Counterexamples to the
specification represent paths that satisfy the coverage criterion. During model checking symbolic execution is
performed which computes a set of constraints of all the inputs that execute those paths. Appropriate testing is
needed to solve the input data constraints in order to instantiate test inputs which can be executed. The above
mentioned framework can also be used for black-box test input data generation. In this type of testing, the inputs
to the program are described as a Java input specification, i.e., a Java program, annotated with special
instructions to encode constraints, for symbolic execution. The framework is then used to check this Java
specification, i.e., to systematically explore the input domain of the program under test and to generate inputs
according to this specification. But for black-box test input data generation, only the input specification is
required to be expressed in Java; the program can be written in any another language such as C++ . While
writing input specifications, it is possible to express inputs with complex structure like linked lists, red-black
search trees, and executive plans.
For test input data generation symbolic execution is a popular approach, but it can handle only sequential code
with simple data. This technique has been extended in [17], to handle complex data structures such as linked
lists and trees, concurrency as well as linear constraints on integer data. Symbolic execution of a program path
results in a set of constraints that can define program inputs that execute the path. These constraints are then
solved using decision procedures to generate concrete test inputs. When the program represents an executable
input specification, symbolic execution of the specification enables to generate inputs that give, full
specification coverage. Note that these specifications are typically not very large – no more than a few thousand
lines, and it will allow efficient symbolic execution.
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a:A, b:B
PC : true

int a, b;
read a, b;
1: if (a > b) {
2: a = a + b
3: b = a – b
4: a = a – b
5: if (a > b)
6: assert (false)
}

1

1

a : A , b :B
PC : A > B

a : A , b :B
PC : A <= B

2

a : A+B , b :B
PC : A > B
3
a : A , b :A
PC : A > B
4
a : B , b :A
PC : A > B
5

a :B , b :A
PC : A > B & B >A
FALSE

5
a : B , b :A
PC : A > B & B<=A

Fig.2. Code for swapping integers and corresponding symbolic execution tree.

4.2 Symbolic Execution of specifications
For black-box test input generation from a specification the symbolic execution concept is used as it can be
applied for white box testing. The main idea behind this kind of symbolic execution [18] is to use symbolic
values, instead of actual data, as input values and to represent the values of program variables as symbolic
expressions. The state of a symbolically executed program includes, program variables and the program counter.
Here in addition to the symbolic values of variables, a path condition is also included. The path condition is a
Boolean formula used for the symbolic inputs; it accumulates constraints. These constraints of the inputs must
satisfy because the program execution must follow the particular associated path. A symbolic execution tree
characterizes the execution paths followed during the symbolic execution of a program in which the nodes
represent program states and the arcs represent transitions between states.
In [17] the example swaps the values of integer variables a and b when a is greater than b. Figure 2 is the
corresponding tree representation of the symbolic execution. Initial value of the path condition, PC, is true and
the variables a and b have symbolic values A and B, respectively. At each branching condition, PC is updated
with assumption values about the input data according to the alternative possible paths. For example, when the
first statement is executed, both then and else alternatives of the “if” statement were possible and PC is updated
accordingly. If the path condition PC is false, (i.e., there is no set of inputs that satisfy it), this means that the
symbolic state of the input specification is not reachable and symbolic execution does not continue in that path.
In the above mentioned example, statement (6) is unreachable. To find a test input data to reach branch
statement (5) it is necessary to solve constraint A > B, for example make inputs a and b as 1 and 0, respectively.
starts the symbolic execution of a procedure on uninitialized inputs and it assigns values to these inputs, i.e., it
initializes parameters when they are first accessed during symbolic execution of the procedure. This allows
symbolic execution of procedures without requiring a priori bound on the number of input objects. Procedure
preconditions are used to initialize inputs only with valid values.
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In the context of sequential programs with a fixed number of integer variables the concept of symbolic
execution arose. This technique [17] have been extended to handle dynamically allocated data structures like
linked lists, trees, complex preconditions like lists that have to be acyclic, other primitive data such as strings,
and concurrency. A key feature of the proposed algorithm is that it starts the symbolic execution of a procedure
on uninitialized inputs and it assigns values to these inputs, i.e., it initializes parameters when they are first
accessed during symbolic execution of the procedure. This allows symbolic execution of procedures without
requiring a priori bound on the number of input objects. Procedure preconditions are used to initialize inputs
only with valid values.
5. Automatic Test Case Generation
The symbolic execution-based framework can handle all of the language features of Java and in addition treats
non-deterministic choice expressed in annotations of the program being analyzed. This has been extended with a
symbolic execution capability which is described in detail in [17]. Figure 3 illustrates the framework for test
input data generation. The input specification is given as a non-deterministic program that is instrumented to add
support for manipulating formulas that represent each path conditions. The instrumentation enables to perform
symbolic execution. Essentially, the model checker explores the symbolic state space of the program, for
example, the symbolic execution tree in Figure 2. A symbolic state includes information about the heap
configuration and the path condition on integer variables. Whenever a path condition is changed, it is checked
for correctness using an appropriate decision procedure. If the path condition is found to be erroneous, the
model checker backtracks and takes other available paths of execution. A testing coverage criterion is added and
encoded in the property which the model checker should check for. This directs the model checker to create an
alternate example trace whenever a valid symbolic test input has been generated.
From this trace of execution a test input is generated. Among the variables and constraints only input variables
are allowed to be symbolic, all constraints are described in terms of inputs. Finding a solution to these
constraints will allow a valid set of test data to be produced. In future work the solution discovery process will
be refined to consider characteristics such as boundary condition cases.
The model checker is not required to perform state matching because it is not decided when states represent path
conditions on unbounded data. But performing symbolic execution on programs with loops can explore infinite
number of execution trees, so symbolic execution might not terminate its process. Therefore, for systematic state
space exploration, only limited depth-first search or breadth-first search is used; this framework also supports
different search strategies such as branch coverage [12] or random search.

Decision
Procedures
Input
Specification

Continue/backtrack
Model Based
Checking

Test Coverage
Criterion

Test Suite
(Constraints on
inputs)

Path Condition (Data)
Heap Configuration
State

Automatic test case
generation
Fig.3: Automatic Test Case Generation
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6. Conclusions and Future Work
A framework for testing based on automated test case generation using input specification has been presented.
This paper proposed and demonstrated the use of model checking and symbolic execution for test case
generation and the use of temporal logic monitoring during the execution of the test cases. The framework
requires construction of a trace extractor, trace abstractor and a test case generator for the application. From that,
a large test suite can be automatically generated, executed and verified to be in conformity with the properties.
For each input (generated by the test input generator) the property generator constructs a set of properties that
must hold when the program under test is executed on that input. The program is instrumented to emit an
execution log of events. The Verifier checks that the event log satisfies the set of properties. Writing test oracles
as temporal logic formulas is both natural and leverages algorithms that efficiently check if execution on a test
input conforms to the properties. While property definition is often difficult, at least for some domains, an
effective approach is to write a property generator, rather than a universal set of properties that are independent
of the test input. Note also that the properties need not completely characterize correct execution. Instead, a user
can choose among a spectrum of weak but easily generated properties to strong properties that may require
construction of complex formulas. In the near future, exploring techniques to improve the quality of the
generated test suite by altering the search strategy of the model checker by improving the symbolic execution
technology will be concentrated. It will also investigate improvements to the logic and its engine. In particular
an attempt will be made to integrate the concurrency analysis algorithms. This work is continuing
instrumentation of Java byte code and will extend this work to C and C++. Some other research group has done
fundamental research in other areas, such as software model checking (model checking the application itself and
not just the input domain) and static analysis. In general, the ultimate goal is to combine the different
technologies into a single coherent framework.
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