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Abstract
A mobile Agent is a Software program that migrates from node to
node of a heterogeneous network. They are goal-oriented i.e. work
autonomously towards a goal, capable of suspending their execution
on one platform and moving to other where they can resume
execution using resources of these nodes and they meet and interact
with other agents. Agents may be stationary, always resident at a
single platform or mobile, capable of moving among different
platforms at different time. The mobile agent paradigm provides
many benefits in developments of distributed application at the same
time introduce new requirements for security issues with these
systems. In this paper we try to focus mainly on security issues that
arise when mobile agent paradigm comes into play.
Keywords: Mobile-agent, Security, threats, Countermeasures.

I.

INTRODUCTION

Figure 2: Mobile Agent Paradigm

OF MOBILE AGENT PARADIGM

There are many ways a mobile agent paradigm model can be
implemented. We consider a simple Mobile agent Paradigm
that consists of only two parts Agent and Agent Platform.

Figure 1

Agent Consists of mainly five items which are listed below:1 .Implementation:- It is needed for location-independent
agent execution.
2. State:- It is needed for the agent to resume computation
after travelling through nodes
3. Interface:- It is needed for agent Communication.
4. Identifiers:- It is needed to recognize and locate travelling
agents
5. Principals:- It is needed to determine legal and moral
responsibilities.
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The agent platform provides the computational environment
in which the agent operates. The originating platform where
agents originate initially is known as home platform. One or
more hosts may comprise a single agent platform which may
support multiple computational environments

4.

Others( Agent or Agent Platform) attacking another
Agent Platform

We will discuss each of these Situations and will focus our
discussion to mainly three types of security threats that we
have discussed earlier.
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III. AGENT TO AGENT
In these types of attack an Agent, in many cases agent
platforms are also agents or a part of agents, Exploits Security
flaws and attack other agents.
A. Disclosure of Information
Agent to agent communication , an agent may pose as a
well known service provider and tries to claim entity of a
trusted agent and try to convince the other agent with credit
card no, bank account information or other private
information.
B. Denial of Service
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Table 3.1
Comparison between various Distributed Computing
Paradigms

Agents can distribute false or useless information to
prevent other agents from completing their task correctly and
on time for example repeatedly sending messages that is
spamming agents with messages with cause’s slow
performance of agents.
Sometimes an agent participating in a transaction or
communication never took place which can lead to serious
disputes.
C. Unauthorized Access
An Agent can directly interfere with another agent by
accessing and modifying agents data or code which inturn
changes the agent behaviour.
IV. AGENT TO AGENT PLATFORM

II.

SECURITY THREATS

Security threats can be generally classified into three
categories:1. Disclosure of Information
2. Denial of Service
3. Corruption of Information(Unauthorized Access)

In our discussion we focus mainly on these three types of
security threats. In any mobile agent paradigm mainly four
types of Security threats can arise namely
1. Agent attacking another Agent
2. Agent attacking another Agent Platform
3. Agent Platform attacking an Agent

A. Disclosure of Information
An agent may pose as to gain access to services and resources
to which it is not entitled. It can also pose as an another
unauthorized agent to shift blame for any actions for which it
does not want to be held accountable.

B. Denial of Service
A agent can carry malicious code that is designed to disrupt
the services offered by the agent platform, Performance
degradation of the agent platform or extract information for
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which it has no authorization to access. Depending on the
level of access it may be able to completely shut down or
terminate agent platform.

C. Unauthorized Access

An agent can have access to platform & its services without
having the proper authorization which can cause damages to
other agent or the agent platform itself.

V.

VI. AGENT, AGENT
PLATFORM

PLATFORM TO AGENT

A. Disclosure of Information
The Agent can request platform services both locally and
remotely. An agent on a remote platform can act as another
agent and request services and resources for which it is not
entitled or authorized. A remote platform can also act as
another platform and mislead unsuspecting platforms or
agents about its true identity

AGENT PLATFORM TO AGENT

A. Disclosure of Information
An agent platform can act like a trusted platform and can
extract sensitive information from these agents. When an
agent arrives at an agent platform it expresses its code state
data to the platform. A malicious platform can modify an
agent’s code, state or data without being detected.
Modification of an agents code & thereby behavior on other
platforms may harm to the doped agent than a single agent can
do on its own since an agent can harm another agent only
through messages they exchange & actions they take as a
result of these messages.

B. Denial of Service
When an agent arrives at an agent platform .it expects the
platform to execute the agents request faithfully, provide fair
allocation of resources and abide by the quality of service
agreement. A malicious platform may ignore agent service
request, introduce unacceptable delays for critical tasks such
as placing orders in stock market, simply not executing the
agents code or even terminate the agent without notification.
agents on other platforms waiting for the result of a non
responsive agent on a malicious platform can never achieve its
goal.
C. Unauthorized Access
The agent platform can monitor the communication, every
instruction executed by the agent, all encrypted data and the
subsequent data being generated. for example someone’s
agent may be communicating with a travel agents this
communication may indicate that the person on whose behalf
the agent is acting ,is planning a trip and will be away from
their home in near future. the platform can share this
information with a suitcase vendor that may begin sending
unsolicited advertisements or even worse with thieves who
may target the home of the traveller.

B. Denial of Service
The agent services offered by the platform and inter
platform communications can be disrupted by common denial
of service attack. Agent platforms are also susceptible to all
the conventional denial of service attacks aimed at the
underlying operating system or communication protocols.

C. Unauthorized Access
An agent can remotely administer the whole system and can
access the resources and data for which it is not entitled for.
every time a mobile agent moves from one platform to other it
increases its exposure to security threats.

VII.

COUNTER MEASURES

There are a no of extensions to conventional techniques and
techniques devised specially for controlling mobile code and
executable content are applicable to mobile agent paradigm
security.
Most agent systems rely on a common baseline assumptions
regarding security. These are as follows:1. The agent trusts the home platform where it is
initiated and begins execution.
2. Home platform and other are equally trusted platform
are implemented securely with no flaws, trapdoors ,
that can be exploited and behave non – maliciously.
3. Public key Cryptography i.e. Digital Signature is
utilized through certificates and revocation list
managed through a public key infrastructure.
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VIII.

FUTURE RESEARCH

The area of mobile agent security is still in somewhat
immature state. Both the agent and the agent platform should
to be protected by developing techniques and mechanisms.
The threats and countermeasures are always changing and
likely to emerge from either through reduced processing and
storage overhead or simplify the use of mechanism to form a
more effective composite protection scheme.
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